


The Fair and Accurate Credit Transactions Act of 2003, also known as FACTA, was passed a few months ago.  Part of the Act requires several federal government agencies to coordinate in the release of regulations and instructions directing the disposal of consumer reports.  The final rule implementing these changes was effective June 1, 2005.  

The agencies involved are the: Federal Reserve Board, Office of the Comptroller of the Currency, Federal Deposit Insurance Corporation, Office of Thrift Supervision, National Credit Union, Administration, Securities and Exchange Commission, and Federal Trade Commission.  These agencies were to develop “consistent and comparable rules regarding the proper disposal of consumer report information and records.” 

The rule covers the ultimate disposal of consumer report information.  The rule defines consumer information to mean “any record about an individual, whether in paper, electronic, or other form that is a consumer report or is derived from a consumer report. Consumer information also means a compilation of such records.”  A conversation with the Federal Trade Commission revealed that the FTC considers background checks a form of consumer report.  Based on their interpretation of such jurisdiction over documents, this means the disposal rule would cover much information in a person’s application file or personnel file/records.
The Fair Credit Reporting Act defines a consumer report to be: any written, oral, or other communication of any information by a consumer reporting agency bearing on a consumer's credit worthiness, credit standing, credit capacity, character, general reputation, personal characteristics, or mode of living…” The rule does not cover “information that does not identify individuals, such as aggregate information or blind data.”
There are further terms defined in the rule.  Such terms are dispose, disposing, or disposal.  These terms mean the following:

(1) 
the discarding or abandonment of consumer information, or

(2) 
the sale, donation, or transfer of any medium, including computer equipment, upon which consumer information is stored.

The overall purpose of the rule is to “reduce the risk of consumer fraud and related harms, including identity theft, created by improper disposal of consumer information.”

The rule specifically states: “Any person who maintains or otherwise possesses consumer information for a business purpose must properly dispose of such information by taking reasonable measures to protect against unauthorized access to or use of the information in connection with its disposal.”  Note the emphasis on the wording “properly dispose of such information” and “reasonable measures.”  

An example of these measures for paper information is provided in the final rule.  The example states: “Implementing and monitoring compliance with policies and procedures that require the burning, pulverizing, or shredding of papers containing consumer information so that the information cannot practicably be read or reconstructed.”

Another example pertains to electronic files of such reports or information.  This example says: “Implementing and monitoring compliance with policies and procedures that require the destruction or erasure of electronic media containing consumer information so that the information cannot practicably be read or reconstructed.”

The final rule provides an example of how an organization is to work with an outside contract group that manages the disposal function.  The rule states: “After due diligence, entering into and monitoring compliance with a contract with another party engaged in the business of record destruction to dispose of material, specifically identified as consumer information, in a manner consistent with this rule.”

The rule elaborates on the concept of due diligence to state that it “could include reviewing an independent audit of the disposal company’s operations and/or its compliance with this rule, obtaining information about the disposal company from several references or other reliable sources, requiring that the disposal company be certified by a recognized trade association or similar third party, reviewing and evaluating the disposal company’s information security policies or procedures, or taking other appropriate measures to determine the competency and integrity of the potential disposal company.”

The final rule does not place a mandatory time when such reports or information have to be destroyed.  The rule simply says that when such records/information are destroyed and disposed of the rules regarding the destruction or disposal must be followed.  
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Final Rule: Disposal of Consumer Reports





Action Point: Ensure all staff that work with confidential background data on employees reads this newsletter.


Action Point: Share this newsletter with your key human resource people, including a Personnel Committee if one exists.


Action Point: Ensure all persons who are involved in disposal/destruction of documents understand these new rules.


Action Point: If your organization uses an outside agent to destroy/dispose of documents via a contractual arrangement, huddle with them quickly to review these new rules, review your contract and review their procedures for servicing your needs. 


Action Point: If your organization uses an outside agent to destroy/dispose of documents, ensure you have documentation on file for the required “due diligence” on the company.





Please note: The Solution does not represent a legal opinion and in no way seeks to provide legal advice.  Its contents consist of information from a Human Resource Management Practitioner-Consultant view point. Should your organization need legal advice you are encouraged to discuss such issues with your labor-employment law attorney.


The information contained in The Solution primarily reflects national trends, federal compliance issues and State of Texas positions. You are encouraged to inquire as to whether or not your particular state has a position different from those expressed in The Solution.














