This document is for information sharing purposes only.  XYZ Baptist Church expressly forbids use of any information from this document except by its authorized representatives.  This document is only intended to be used in the normal operations of XYZ Baptist Church and any misrepresentations are not the responsibility of XYZ Baptist Church.
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Welcome! 
The pastors, staff, and congregation welcome you to the ministry team at XYZ Baptist Church.

It is a privilege for the entire staff “paid and volunteer” to work together as a team for the Lord.

This Handbook is for staff at all levels of employment and volunteerism in XYZ Baptist Church, and it enjoys the unqualified approval of the Leadership Team.  It is designed to acquaint you with XYZ Baptist Church and provide you with information about our information system policies and procedures. 

You should read, understand, and comply with all provisions of the Handbook.  It describes many of your responsibilities as a team member and user of the XYZ Baptist Church computer system, and violation of these policies is grounds for disciplinary action, up to and including termination of employment or volunteer service.

Please thoroughly familiarize yourself with the contents of this Handbook and help ensure that all of XYZ Baptist Church's information system policies and procedures are administered as consistently and fairly as possible.  Please note, however, that this Handbook and the policies and procedures it contains may be revised by XYZ Baptist Church at any time, with or without notice, as the Leadership Team may determine is in the bests interests of the ministry.  Nothing in this Handbook is intended to create contractual obligations on the part of XYZ Baptist Church to any person or entity, nor should it be relied upon for that purpose.

In our work together as a team, our goal is to have a heart for people while we fulfill Jesus' command:

"...go and make disciples of all the nations, baptizing them in the name of the Father and of the Son and of the Holy Spirit, and teaching them to obey everything I have commanded you.  And surely I am with you always, to the very end of the age."
Matthew 28:19-20 (NIV)
God bless you.

General Provisions
Handbook Conventions
This Handbook contains the basic computer information systems policies, practices, and procedures for XYZ Baptist Church (XYZ CHURCH).  It applies to all of XYZ Baptist Church’s computers and communications equipment, networks, software, email, Internet and other online access and/or email accounts, and all other computer and communications mechanisms (collectively referred to in this Handbook as “computer systems” or “systems”), and to any person who has access to the same, whether employees, volunteers, contractors, or consultants, whether full-time or part-time. (All such persons are referred to in this Handbook as “users.”)

As used in this Handbook:

A.
The words "shall" or "will" are understood to be mandatory in nature, and the word "may" as permissive in nature;

B.
The masculine gender includes the feminine gender; and

C.
"Supervisor" means an individual with the authority to assign, direct, and review your work.  This would normally be the pastor or director overseeing your respective ministry area.
Director of Church Information Systems
XYZ Baptist Church's Director of Church Information Systems is responsible for fair and consistent enforcement of XYZ Baptist Church's information system policies and procedures.  The Director of Church Information Systems advises the Church Administrator or other staff as directed by the Church Administrator, and as instructed consults with the Leadership Team on all matters concerning information systems management.  The Director of Church Information Systems provides staff assistance to supervisors and department heads in developing, communicating, and carrying out XYZ Baptist Church's information system policies and procedures.

Personnel Records
Each employed user’s signed acknowledgment of this policy will be kept in their personnel record, along with documentation of any actions taken to enforce this body of policies and procedures.

XYZ Baptist Church Ownership of System Contents
All computer systems are the property of XYZ Baptist Church and are provided to enable users to carry out their duties of employment and volunteerism, and all email messages are and shall remain the exclusive property of XYZ Baptist Church.  To ensure that its systems are dedicated to ministry purposes and are secure, XYZ Baptist Church maintains the right to monitor all computer systems and their use.  Those using XYZ Baptist Church systems should not have any expectation of privacy in their use or in anything which is created or maintained on them.

Computer Use & System Configuration
To facilitate work flow and copyright law adherence, XYZ Baptist Church has adopted the following policy to communicate:

· 
Who may use XYZ Baptist Church computer systems;

· 
Who may change the configuration of XYZ Baptist Church computer systems; and

· 
Who may load software on or copy software from XYZ Baptist Church computer systems.

Computer Usetc  \l 2 "Computer Use"
· Only those approved by the Director of Church Information Systems may use XYZ Baptist Church computer systems.  The Director of Church Information Systems will only authorize those who need to use XYZ Baptist Church computer systems that serves the mission and purpose of XYZ Baptist Church.  Approval must include the users  signed acknowledgment of the contents of this body of policy and agreement to abide with its contents.  Authorization may be limited to a particular computer or system.

· Those already approved to use XYZ Baptist Church computer systems may, to a small degree, use the computer systems for personal reasons on personal time, but only if such use does not interfere with job performance, does not waste or overload system resources, complies with all XYZ Baptist Church policies and all applicable laws and regulations, and is consistent with the mission and ministry of XYZ Baptist Church.

· For those not already approved to use XYZ Baptist Church computer systems, homework or other personal needs will, in and of themselves, not meet the requirements of this policy for computer access.

· Passwords are provided for XYZ Baptist Church security purposes only,not to protect a users privacy interest or to imply that a user should have an expectation of privacy in using the password.  XYZ Baptist Churchs Director of Church Information Systems must be informed of any password used or changed by a user.  Users may not establish or use passwords not known to XYZ Baptist Church.  In addition, passwords are to be kept private at all times; they are not to be shared with others in the organization unless authorized by a supervisor or the Director of Church Information Systems.  Passwords are never to be shared with anyone outside of the XYZ Baptist Church user community.

· If a supervisor has asked that a password be shared, it must:

· have been to accommodate an immediate and urgent need;

· be communicated and explained to the Director of Church Information Systems within 72 hours; and

· be shortly followed by the assignment of new passwords to the individuals involved.

Copyrighted Materialtc  \l 2 "Copyrighted Material"
· 
It is XYZ Baptist Churchs policy to honor the copyright ownerships of others.  Use of any copyrighted material such as graphics, articles, stories, lyrics, etc must be done with the permission of the copyright holder.  This is particularly applicable to the copying or other use of materials available on the Internet.

· 
All files created on or using the XYZ Baptist Church computer systems will be considered to be owned by XYZ Baptist Church with all copyright rights reserved unless previously agreed to in writing.

·   Use of unauthorized material off of internet sites, such as: Napster, etc is strictly prohibited.

· 
XYZ Baptist Church maintains copyright use subscriptions with the following licensing authorities for musical works, written works, and motion pictures and videos.  Use of any copyrighted materials must be done in accordance with their guidelines.

· Christian Copyright Licensing Institute (CCLI), www.ccli.com

· Motion Picture Licensing Corporation (MPLC), www.mplc.com
Computer Configurationtc  \l 2 "Computer Configuration"
· Only those authorized by the Director of Church Information Systems may change XYZ Baptist Church computer configurations.

· Well-meaning users, family members, friends, or other unauthorized persons may not change any XYZ Baptist Church computer configuration without the specific authorization of the Director of Church Information Systems.

· Acceptable changes to an individual computer that may be done by computer users using that specific computer include screen colors, wallpaper, and desktop shortcuts.

· Examples of unacceptable changes include (but are not limited to) the activation and/or addition of screen savers and system boot files.

· Any questions regarding whether a change is acceptable or unacceptable should be directed to the Director of Church Information Systems.

Individual Workstation Software

Standard workstation configurations will have the following software:

· Operating System will be Windows 98, 2000, XP or higher.

· Microsoft Office 2000, XP or higher.

· Word

· Excel

· Publisher

· Powerpoint

· Outlook

· Shelby 2000, or higher

· McAfee virus protection

· Internet Explorer

· Bibleworks 5 or higher
Specialized Hardware and Software that is currently approved to run on XYZ CHURCH computers are: 

· Master Library System for Church Media / Library

· Music / Conservatory Library Database 
· Preschool School (EZ Care2)

· Energy Management 

From time to time, new software applications will be evaluated.  If deemed usable and an asset for church computing, appropriate notification will be given and training offered.

File Management

The primary purposes of an office network are to provide system tasks and file storage for the whole group.  These tasks involve the management of files and regular backup of files.  All XYZ CHURCH computer system users ARE REQUIRED to store all church and work related files in their network user’s directory.  The system is backed up each night and files are preserved in this way.  The Director of Church Information Systems is not responsible for files stored on a personal computer lost through hardware malfunction or mischief.  Only network stored files are secured each day with a backup.

Each user is given the freedom to set‑up their own directory structure in their network user’s directory for ease of file recognition and retrieval.  Examples of directory names could be as follows:

U:\ministry\name



General files / parent directory

U:\ ministry\name\excel


for Excel spreadsheets

U:\ ministry\name\Word


for word processing documents

U:\ ministry\name\publisher

for brochures, etc.
U:\ministry\name\powerpoint

for powerpoint presentattions
Sensitive files are protected if placed in your name directory.  Only you and those you delegate authority have access to those files.  However, these files are still part of XYZ CHURCH database and therefore user should not have any expectation of privacy in their use or in anything which is created or maintained on them.

 Saved files in your g:\users\name directory are to be periodically reviewed and old and unused files should be purged (deleted) to free disk space on the network.

 The Director of Church Information Systems reserves the right to review and purge old files, including email, periodically.  Files in excess of 24 months shall be subject to this review.  In all cases, the user/owner of such files, including saved email messages shall be notified of such pending action.

File Sharing

 
General file sharing can be done at two levels.  To share documents within your ministry, each ministry has a share folder in their ministry directory that is accessible by all staff assigned to that ministry group.  For information to be shared outside of the ministry group there is a “Public” drive that all users can access.  Under “Public” are both permanent folders and files, such as the Personnel Handbook, etc. and temporary files that are being passed between ministries.  Temporary folders and files should only be on the drive for the time it takes for one user to put it on the drive and the other user to take it off.  The Director of Church Information Systems has the authority to delete any old folders and files located on the Public drive without prior warning!
Logging Off and Shutting Down Individual Computerstc  \l 2 "Logging Off and Shutting Down Individual Computers"
To enhance XYZ Baptist Church’s data security, individual computers should be logged off of the network when a user will be gone from their computer one hour or longer.  Telling the system to restart will accomplish this while at the same time clearing out any lingering memory issues, and is recommended.

If the user will be away from the computer for two hours or longer, it should be completely shut down.

Power Outagestc  \l 0 "2Power Outages"
When power outages occur during office hours, unsaved work can be lost.  For this reason we recommend that computer users save their work often.  If a power outage occurs, do the following:

· Write down any document, spreadsheet, graphic, or database files that were open.

· Turn off the computer monitor switch.

· Turn off the computer power switch.

· Turn off any additional electrical device switches such as calculators, coffee warmers, etc.

· Turn off any workstation-specific light switches.

When power is restored, open any computer files that were open at the time of the power outage to assess their status.

Database and List Management
XYZ Baptist Church has determined that best stewardship practices means maintaining only one database.  Thus, all lists will be run from the established centralized database (Shelby) and not maintained separately in various departmental database lists.

Softwaretc  \l 2 "Software"
· 
To maintain the appropriate number of software copyright licenses required by copyright law, only the Director of Church Information Systems may add, or authorize and delegate the addition of, software to the computer system.

· 
For the same reason, only the Director of Church Information Systems may authorize the copying of software from the XYZ Baptist Church computer system for use on another system.  No system files may be copied for any non-XYZ Baptist Church system or use without the advance consent of the Director of Church Information Systems.

Volunteer Service for XYZ Baptist Church

All volunteers must receive approval from the Director of Church Information Systems prior to using the XYZ Baptist Church computer system.  Approval will not be given unless the volunteer submits a signed acknowledgment of the contents of this body of policy and agreement to abide with its contents.

· 
All computer system users will be given an individual login id and password.  XYZ Baptist Church specifically prohibits the use of group or generic login ids, except those set up for public use as noted below.

Public Use
Public access machines, such as lobby and library units, will have very limited access to specific programs on the network.  Public id’s and passwords are provided for their use.  No information may be saved on the hard drive of these units, any information saved will be deleted. 

Termination
Upon termination of service to XYZ Baptist Church, the terminating users login id will be immediately made inactive or deleted.  Retrieval of personal data that may have been left on the system must be done prior to departure, and must be done with the approval and supervision of the Director of Church Information Systems.


Email
Personal Use of Email System

The XYZ Baptist Church email system is provided primarily for official use. Limited personal use is acceptable, but only if such use does not interfere with job performance, does not waste or overload system resources, complies with all XYZ Baptist Church policies and all applicable laws and regulations, and is consistent with the mission and ministry of XYZ Baptist Church.

All email messages are and shall remain the exclusive property of XYZ Baptist Church, which reserves the right (for monitoring of job performance, maintenance, auditing, security or investigative purposes, and otherwise to ensure that the resources of XYZ Baptist Church are appropriately furthering its ministry purposes) to review, audit, and disclose all matters sent over the system or placed into its storage.  However, only authorized persons may monitor an employee's email, and then only upon the express, advance approval of the Director of Church Information Systems.  

Users should be aware that mere deletion of a message or file may not fully eliminate the message from the system.  Thus email messages sent to others could be forwarded to third parties, printed, or inadvertently routed to individuals other than the intended recipient.  Therefore, XYZ Baptist Church cannot guaranty the privacy of email messages.

Frequency of Checking Email
Because those who send emails often expect quick responses, XYZ Baptist Church requires that every staff member check their email at least twice once in the morning and once in the afternoon, when at work.  Those emails that can be quickly responded to should receive quick responses, but all should receive timely responses, and all responses should include the original email for reference.  The original email should then be deleted and the response filed for future reference if needed, or deleted if not needed.  All email messages may be deleted from the system after fifteen days unless the employee has filed their email messages into an archival filing system (the Information Systems Offices is available to show users how to file sent email in an archival filing system).

Contenttc  \l 2 "Content"
The content of all communications should be accurate, and users should use the same care in drafting email and other electronic documents as they would for any other written communication.  Email and the XYZ Baptist Church computer system should not be used for any improper communications, e.g., messages that are derogatory, defamatory, or otherwise inappropriate.  Such impermissible communications include, but are not limited to:

· Email messages that contain sexually explicit images, or language which may be construed as harassment or disparagement of others based upon their race, national origin, sex, sexual orientation, age, religious beliefs, or political beliefs. 

· Use of the email system for sending XYZ Baptist Church confidential, proprietary, or otherwise sensitive information, except when sending such information is approved by the Director of Church Information Systems or other authorized person.

· The forwarding of email messages without the senders consent.

· The forwarding of non-XYZ Baptist Church email to others, including (but not limited to) sending or forwarding chain messages, unsolicited email (unless approved in advance by the Director of Church Information Systems),

· Altering the attribution information on email messages.

· Using intellectual property (articles, pictures, etc) without the permission of the copyright or trademark owner.

· Misuse of software and unlawful copying of software.

· Misuse of encryption software and mechanisms.

Users found to be violating this policy will be counseled,  may have their email and/or browsing permissions removed, or may, if deemed appropriate, be terminated.

Attachmentstc  \l 2 "Attachments"
Many viruses are spread via email as attachments.  The following email attachment procedure should be adhered to by all users:

· Never open emails sent that are unexpected as to sender or subject.

· When an email includes an attachment that you want to see, dont automatically open it.  Right click on it and choose the menu option to save it.  When saved to your computer drive, it is scanned for viruses that may have otherwise been missed.

· Open saved attachments via the Windows Explorer program by going to the location where the attachment was saved and double-clicking it.

Appropriate Use of Blind Copiestc  \l 2 "Appropriate Use of Blind Copies"
· When sending an email to a group of individuals, the recipients email addresses should be in the Blind Copy address field to maintain their email address confidentiality.

· To maintain good communication between team members, XYZ Baptist Church specifically prohibits the use of blind copies to inform someones supervisor of email content without the original recipients knowledge.  Rather than blind copying the supervisor, XYZ Baptist Church recommends just copying the supervisor.

Vacations and Extended Office Absencestc  \l 2 "Vacations and Extended Office Absences"
When users are going to be on vacation or away from the XYZ Baptist Church offices for more than two days (not counting weekends), an automatic response to those who send them email should be set up explaining that the team member is away and the date of their expected return.    A sample email automatic response follows:

Thank you for your email.  I've directed our system to automatically respond, letting you know that I'm not currently available due to (our family being on vacation) until <return date>.  I will respond to this email, if required, when I get return to the office.  If your message is urgent, please call <name> at <phone number> as they may be able to assist you.

Home Telecommuting Assistancetc  \l 2 "Home Telecommuting Assistance"
On a case by case basis, the Director of Church Information Systems may recommend to the Church that a user be given assistance in establishing a broadband internet connection to their home computer to facilitate their ability to work on the XYZ Baptist Church computer system from home.  To protect the security of the XYZ Baptist Church computer system, this practice will be very limited and only those approved will have offsite access.  
Trainingtc  \l 2 "Training"
XYZ Baptist Church, in its desire to demonstrate good stewardship, provides computer training to select users with the intent that those users will, in turn, train other users.  Training classes are held on a regular basis for all Administrative Assistants and other interested staff members.

Internet Browsing
Appropriateness of Sitestc  \l 2 "Appropriateness of Sites"
XYZ Baptist Church has established a system that allows all users to browse the Internet and look at public websites.  Logs are maintained that are regularly reviewed which lists each inappropriate website that an attempt to visit was made.  Users found to be attempting to view or viewing inappropriate websites that are not blocked  will be counseled, may have their browsing permissions removed, or may, if deemed appropriate, be terminated.  Prohibited sites specifically include but are not limited to pornographic, obscene, and so-called dult websites; and gambling websites.

Chat Roomstc  \l 2 "Chat Rooms"
To protect users from some of the problems that sometimes come via chat room involvement, only those users (based on ministry need) approved by the Director of Church Information Systems should spend time in chat rooms using the XYZ Baptist Church computer system.  A list of approved chat rooms with appropriate time restrictions will be established on a case-by-case basis.


System Administration
Securitytc  \l 2 "Security"
To protect the XYZ Baptist Church computer system from being accessed by unauthorized individuals, passwords can only be changed by the XYZ Baptist Church’s Director of Church Information Systems or the Network Administrator.  Passwords must never be words, names, or dates, nor any of the preceding backwards.  Passwords must be acronyms with a minimum of four characters, and can refer to worship song titles, verses, or phrases that would not be easily linked to an individual.

Internet Security
XYZ Baptist Church’s computer system is connected to the Internet and must thus be protected from potential hackers and software programs designed to gain access.  XYZ Baptist Church will employ intrusion detection systems and firewalls and other security measures to ensure protection.  XYZ Baptist Church tests its connections periodically for exploitable vulnerabilities.

Remote Accesstc  \l 0 "2Remote Access"
Only those authorized will be allowed access to the XYZ Baptist Church computer system from offsite locations.  Access will be granted on a need basis and will be reviewed regularly to keep access properly and prudently limited.

Information System Assets
All software and software copyright license agreements will be catalogued and stored in a secure central location.  All hardware should likewise be catalogued.
To maximize the computing power of the XYZ Baptist Church ministry team, the Leadership Team has adopted the policy that workstations will be replaced at the rate of one-third each year and distributed as follows:

· New systems go to the top third of computer power users (database management, accounting, and graphics),

· Power users systems go the average users (word processing, database lookup, email),

· Average users systems go to nominal users, and

· Nominal users systems can be distributed to other ministry opportunities, or eliminated from inventory.  The distribution decisions will be made by the Director of Church Information Systems with the approval of the Church Administrator.

Backup & Recovery
XYZ Baptist Church’s backup policy is to back up the entire network filing system exclusive of workstation hard drives Monday through Friday nights.  Once the backup is complete, our policy is to compare the entire backup to the files on the network to help ensure their reliability.  In addition, on a regular basis the network administrator is to test the voracity of the backup by restoring a folder structure minimally two levels deep and testing the files contained therein.  The test should be to different areas of the data structure each time.

Updates & Patches
XYZ Baptist Church has determined that it cannot afford to be the proving grounds for new software.  As a result, the conservative policy to not adopt new software until the following trigger points has been established:

	Software Category
	Acceptable Trigger Point

	Operating Systems
	First service pak release plus one week

	Productivity Software
	Two weeks past release

	Operating System Patches
	One week past release

	Productivity Software Patches
	One week past release

	Virus & Firewall Patches
	Immediate


Phone and Voice Mail Administration
Personal Use of Communications Systems
Employees should be particularly careful to exercise courtesy and thoughtfulness in using the telephone.  A positive telephone contact with members and attendees can enhance goodwill while a negative experience can destroy a valuable relationship.  The following procedures should be observed whenever possible:

A.
When answering the telephone, use a pleasant tone of voice, give the name of the department, and identify yourself (an example might be, XYZ Baptist Church Accounting, this is Jim.  May I help you?);

B.
If the person with whom the caller wishes to speak is on another line, ask the caller if he wants to be placed on hold or if they would like to leave a message in the person’s voice mail;

C.
If a caller has been placed on hold, carefully monitor the holding period and offer to have the call returned if the person with whom he wishes to speak is not available within a reasonable time; and

Employees should not use XYZ Baptist Church communication services and equipment for personal purposes except in emergencies or when extenuating circumstances warrant it.  Such usage is restricted because it can impede the normal flow of business, incur unnecessary XYZ Baptist Church expense, and reduce productivity.  

XYZ Baptist Church Premises & Work Areas
Safetytc  \l 2 "Safety"
Users should report to the Director of Church Information Systems or their supervisor all observed computer-related safety and health violations, potentially unsafe conditions, and any accidents resulting in injuries.  Users are encouraged to submit suggestions to the Director of Church Information Systems concerning computer-related safety and health matters.  

Privacytc  \l 2 "Privacy" 
XYZ Baptist Church provides resources to facilitate employees contributions towards the accomplishment of its mission and reserves the right to examine all provided resources at any time and without warning.  Such resources may include desks, desk drawers, locks, computers, computer system databases, communication systems, email, voice mail, lockers, file cabinets, etc.  These resources are the property of XYZ Baptist Church, and are therefore not private.

 SEQ CHAPTER \h \r 1Employee Statement of Acknowledgmenttc "Employee Statement of Acknowledgment"
This is to acknowledge that I have received a copy of XYZ Baptist Church's Information Systems Policy & Procedures Handbook.  I understand that it provides guidelines and summary information about XYZ Baptist Church’s information systems policies, procedures, and rules of conduct. I acknowledge specifically that all email, computer and communications equipment, software, networks, and systems, Internet and other online access and/or email accounts, and all other computer and communications mechanisms (collectively referred to in this Handbook as “computer systems” or “systems”), are the property of XYZ Baptist Church and are provided to enable me solely to carry out my duties for XYZ Baptist Church and in furtherance of its ministry purposes, and that all email messages and other content I may create in my service to XYZ Baptist Church are and shall remain the exclusive property of XYZ Baptist Church.  I also understand that it is my responsibility to read, understand, become familiar with, and comply with the standards that have been established in this Handbook.  I further understand that XYZ Baptist Church reserves the right to modify, supplement, rescind, or revise any provision or policy from time to time, with or without notice, as it deems necessary or appropriate. I further understand and agree that any violation of XYZ Baptist Church’s policies or procedures may lead to disciplinary action, up to and including termination of my employment with XYZ Baptist Church.

Team Member’s Name  (Please Print)

Team Member’s Signature

Date

